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Installation
. Shell Access
Unzip in
fyour_document_rodphpBB2/
. No shell access
Ftp to
fyour_document_rodphpBB2/

Accessibility

http://www.your_domain.tld/phpBB2/

or

In apache httpd.conf make an alias, for example &
Alias /forum/ w:/www/phpbb?2/

so that one can access through:
http://www.your _domain.tld/forum/

File extension

If on your server the file extension to execute PP
scripts is not *.php but for example *.php3, you hae
to rename all the files ending in *.php, then chang
the value of $phpEX in extension.inc

Install
Navigate with your browser to:
/your_document_rodphpBB2/install/install.php

follow the Iinstructions




It will ask few info, like:

. domain name

. port

. Sscript path

. Site name

. enable this or that, etc, etc.
. flood

. flood interval

. about ~ 4 dozens of defaults values

Be careful what you answer or the app won’t work.
Specifically be sure to select the right databasgpe!

If you do not have or do not know the database name
database server, etc. check with your hosting proder.

Write down the admin password.

COPPA Settings

In order for children under the age of 13 to use th
board, their parents must mail or Fax their consent
to the board administrator.

. COPPA Fax Number

. COPPA Mailing Address




After Installation Tasks

You must remove:
/your_document_rodphpBB2/install/*.*

and specifically install.php, upgrade.php and any
update _to_ *.php files - Not removing these files ia
security issue. - Optionally remove the db/schemas
and the docs/ directories.
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Uploadable Avatars

If admin chose users can have avatars, then in the

phpBB root there must be:
phpBB/image/avatars
phpBB/image/avatars/gallery

and then the appropriate galleries names, like:
phpBB/image/avatars/gallery/Cheese Types
phpBB/image/avatars/gallery/Cheese Shapes

If as admin you gave permissions to upload avatars,
choose a folder and make it world writable, i.e. 77.
Once the installation is done, the admin should be
able to reach the Admin Panel.




Administration

Admin Index
Forum Index

Preview Forum
Forum Admin

Management
Permizsions
Pruning

General Admin

Backup Databasze
Configuration
Mass Email
Restore Databasze
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Word Censzors
Group Admin

Management
Permiszions
Styles Admin
Add

Create

Export
Management
User Admin
Ban Control
Dizallow names
Management
Permizsions

Ranks
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General Board Settings

Comain Mame

Server Port
The port your server is running on, usually 20. Only
change if different

Script path
The path where phpBEZ is located relative to the
domain name

Site name

Site description

Dizable board

This will make the board unavailable to users.
Administrators are able to access the Administration
Panel while the board is disabled.

Enable account actrvation

Enable Visual Confirmation
Requires users enter a code defined by an image
when registering.

Allow automatic logins
Determines whether users are allowed to select to be
automatically logged in when visiting the forum

Automatic login key expiry
How long a autologin key is valid for in days if the

user does not visit the board. Set to zero to disable
2XPIry.

User email via board
Users send email to each other via this board

Flood Interval
Number of seconds a user must wait between posts

Search Flood Interval
Number of seconds a user must wait between search
requests

Allowed login attempts
The number of allowed board login attempts.

Login lock time

Time in minutes the user have to wait until he is
allowed to login again after exceeding the number of
allowed login attempts.

Topics Per Page
Posts Per Page
Posts for Popular Threshold

Default Style

Crverride user style
Replaces users style with the default

Default Language

Date Format

The syntax used is identical to the PHP date(]
function.
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Cookie settings

These details define how cookies are sent to your users’ browsers. In most cases the default values for
the cookie settings should be sufficient; but if you need to change them do so with care -- incorrect
settings can prevent users from logging in

Cookie domain |I:|ri|:|news.|:|:|m

Cookie name | ph_p_l:rl;tE_ myegl

Cookie path |,’

Cookie secure
If your server is running via 55L, set this to enabled, ™ mizahled © Enabled
else |leave as disabled

Seszcion length [ seconds ] 3600
Private Messaging  Enabled ¢ Disabled
Max posts in Inbox 50
Max posts in Sentbow 25
Max posts in Savebox
User and Forum Basic Settings
Max number of poll options 0

Allaw HTML U waz O pNg

Allowed HTML tags

Separate tags with commas |br|,u,|:rrE

Allow BECode * ves T pNo

Allow Smilies * yee T No

Smiliez Storage Path : ;
Path under your phpBE root dir, e.g. images/=miles |“-I-IE'EIEE"'IEI-I-“lEE
Allow Signatures (O YR T

Maximum signature length
Maximum number of charackers in user signatures

128

Allow Username changes ™ yas & g

Avatar Settings

Enable gallery avatars ™ ves  no

Enable remote avatars ' s
Lvatars linked to froem another website Yes ** No
Enable avatar uploading (g v

Maximum &vatar File Size
For uploaded avatar files

Maximum Avatar Dimensions
[Height x Width in pixeals) IS':I X |3':|

Avatar Storage Path
Path under your phpBB root dir, e.g. imagesfavatars

6144 | Bytes

limage_s.-"avz!t_ars

Ayatar Gallery Path :
Path under your phpBB root dir for pre-loaded III'I'IEQEE.-'rE'v’EtErE.-'rgE”Er'g.




COPPA Settings

COPPA Fax Number |

COPPA Mailing Address
This is the mailing address to which parents will send
COPPA registration forms

Admin Email Address Iau:lrnin.FDrum@briDnews.cnrr

hanks, The Staph

Email Signature
This text will be attached to all emails the board
sends

Uze SMTF Server for email
Say yes if you want or have to send email via a O vae [ Ng
named server instead of the local mail function

SMTP Server Address Il‘E.lE.lEE.EI.].EIl

SMTF U=ername

Only enter & username if your SMTP server requires it Iadrnln.ﬁ:nrurn

SMTP Password I**************
Only enter a password if your SMTP server requires it

Submit | Reset |
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SYN Flood

Hardening the TCP/IP stack versus SYN attacks on Widows

The backlog queue

HKLM\SY STEM\CurrentControlSet\Services\Tcpip\Pardens
SynAttackProtect DWORD 2

TcpMaxHalfOpen DWORD 500

TcpMaxHalfOpenRetried DWORD 400
TcpMaxPortsExhausted DWORD 5

Increasing the backlog queue in afd.sys
HKLM\System\CurrentControlSet\Services\AFD\Paramsete
DynamicBacklogGrowthDelta DWORD 10
EnableDynamicBacklog DWORD 1
MaximumDynamicBacklog DWORD 20000
MinimumDynamicBacklog DWORD 20

Decreasing total time of handling connection requés
HKLM\SY STEM\CurrentControlSet\Services\Tcpip\Pardens
TcpMaxConnectResponseRetransmissions DWORD 2

for every interface in

HKLM\SY STEM\CurrentControlSet\Services\Tcpip\Paraens\
Interfaces

TeplnitialRTT DOWRD 2

Ref.
http://www.securityfocus.com/infocus/1729
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