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phpBB 
 

How-to Install 
And 

(hopefully) 
Make It Working 

 
This document is at: 

http://brionews.com/cs4350tutor/fp.pdf 
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Download 
http://www.phpbb.com/downloads/ 
 
Versions 
-  Stable : 2.0.22 
-  Beta   : 3.0.B5 

Installation & Admin  Questions 
http://www.phpbb.com/support/documentation/2.0/ 
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Installation 
· Shell Access 
  Unzip in 
  /your_document_root/phpBB2/ 
· No shell access 
  Ftp to  
  /your_document_root/phpBB2/ 
 
Accessibility 
http://www.your_domain.tld/phpBB2/ 
or 
in apache httpd.conf make an alias, for example like: 
Alias /forum/ w:/www/phpbb2/ 
 
so that one can access through: 
http://www.your_domain.tld/forum/ 
 
File extension 
 If on your server the file extension to execute PHP 
scripts is not *.php but for example *.php3, you have 
to rename all the files ending in *.php, then change 
the value of $phpEx in extension.inc 
 
Install 
Navigate with your browser to: 
/your_document_root/phpBB2/install/install.php 
 
follow the instructions 
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It will ask few info, like: 
· domain name 
· port 
· script path 
· site name 
· enable this or that, etc, etc. 
· flood 
· flood interval 
·  
·  
· about ~ 4 dozens of defaults values 
 
Be careful what you answer or the app won’t work. 
 
Specifically be sure to select the right database type! 
If you do not have or do not know the database name, 
database server, etc. check with your hosting provider. 
 
Write down the admin password. 

COPPA Settings 
 
In order for children under the age of 13 to use the 
board, their parents must mail or Fax their consent 
to the board administrator. 
· COPPA Fax Number 
· COPPA Mailing Address 
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After Installation Tasks 
 
You must remove: 
/your_document_root/phpBB2/install/*.* 
and specifically install.php, upgrade.php and any 
update_to_*.php files - Not removing these files is a 
security issue. - Optionally remove the db/schemas 
and the docs/ directories. 
 
 
 
 
 
 
 
 
 
Uploadable Avatars 
If admin chose users can have avatars, then in the 
phpBB root there must be: 
· phpBB/image/avatars 
· phpBB/image/avatars/gallery 
and then the appropriate galleries names, like: 
· phpBB/image/avatars/gallery/Cheese Types 
· phpBB/image/avatars/gallery/Cheese Shapes 
 
If as admin you gave permissions to upload avatars, 
choose a folder and make it world writable, i.e. 777. 
Once the installation is done, the admin should be 
able to reach the Admin Panel. 
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SYN Flood 
 
Hardening the TCP/IP stack versus SYN attacks on Windows 
 
The backlog queue 
HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters 
SynAttackProtect DWORD 2 
TcpMaxHalfOpen DWORD 500 
TcpMaxHalfOpenRetried DWORD 400 
TcpMaxPortsExhausted DWORD 5 
 
Increasing the backlog queue in afd.sys 
HKLM\System\CurrentControlSet\Services\AFD\Parameters 
DynamicBacklogGrowthDelta DWORD 10 
EnableDynamicBacklog DWORD 1 
MaximumDynamicBacklog DWORD 20000 
MinimumDynamicBacklog DWORD 20 
 
Decreasing total time of handling connection request 
HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters 
TcpMaxConnectResponseRetransmissions DWORD 2 
 
for every interface in 
HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\
Interfaces 
TcpInitialRTT DOWRD 2 
 
Ref. 
http://www.securityfocus.com/infocus/1729 
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[Applause] 
 

(optional) 


